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Z DIOCESE OF MAITLAND-NEWCASTLE

BYOD
Windows 11 Home - Not Managed
Setup

The following guide will step you through how to set up a new Windows 11 Home device.

IMPORTANT: Only follow this guide if you ARE NOT part of your schools Managed BYOD process as you have opted out or
your school has not offered it.

If you are unsure whether your school has a Managed BYOD process, please confirm with your school prior to proceeding
with your device setup.

The following guide is only aimed at parents and students setting up a device that will not be part of the schools
Managed BYOD. By setting up your device following this guide the device will need to be completely setup and managed
by the parents and students.

The guide will step through the process for setting up a Windows 11 Home device. If you are unsure which version of
Windows you have, please check the documentation that came with your device or confirm with your place of purchase,
if necessary, before proceeding.

Before you begin, please ensure you have the following:

e Your device with Windows 11 Home.

e A stable internet connection.

e Fully charged device and connection to power.

e A personal Microsoft Account for the student with password

e Student’s school email address (firstname.lastname@mnstu.catholic.edu.au).

e Student’s school Password




Setting up a Windows 11 Home Device — NOT MANAGED

Follow the instructions below to set up your new Windows 11 Home device.

1.  When first setting up your new device, the following screen will be displayed. Select ‘Australia’ and then click

’

‘Yes'.

Is this the right country or region?

Argentina
Armenia

Aruba

Australia

Austria

Azerbaijan

Yes

2. Select ‘US’ as the keyboard layout and then click ‘Yes’.

Is this the right keyboard layout or
input method?

If you also use another keyboard layout, you can add that
next.

Canadian Multilingual Standard

English (India)

Irish

NZ Aotearoa

Qrnttich Canlic




3. When prompted to add a second keyboard layout simply click ‘Skip” to continue.

Want to add a second keyboard
layout?

4. You should then be prompted to connect to an available network. Select a known and trusted network from
the list and click ‘Connect’. Enter the appropriate password when requested.

Note: If your device is already connected to a cabled internet connection this screen will simply show the state of
the connection (i.e. Connected, Internet).

When you are connected to a network with Internet Access, click ‘Next’.

Let’s connect you to @ network
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5. The device will then check for updates, as shown below.
DO NOT TURN OFF YOUR DEVICE during this process.
This may take some time so ensure the device has power and watch for any prompts on screen.

]

Checking for updates.

6. Once the updates are applied you may be asked to accept the License Agreement.
Read the agreement and click ‘Accept’.

Please review the License Agreement

MUCROSOFT SOFTWARE LICIMSE TIRMS -
WINDOWS OPERATING SYSTEM

B POU LIVE 1M (08 IF YOUR PRINCIPAL PLACE OF BUSINESS
IS 1) THE USHTED STATES, PLEASE READ THE BINDING
ARBITRATION CLAUSE AND CLASS ACTION WAIVER IN
SECTION T1 1T AFFECTS HOW DISPUTES ARE RESOLVID.

Thank g fur choming Mo

?’Z_U Drperuing on how you cbitaned the Window

aobvare. thia i & boevae agreement mllﬁ%
andl thee devire marufactuner or softeare irataller that
distribnstes the softwane with your device: or (i) you and
s ericft Corportao (o, b of white you e e, f
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Iocated, one of its affillates) if you adquined The software
#nom & retaser. MatrOsON i e device Marutactunes for
devices produced by Microsolt o one of it afilaies,
el Microaot s The retailer i wou acouined The software




You will then be asked to name your device. Choose an appropriate name that does not give away any personal
information. Note the naming requirements displayed on screen.

Also note that this will be the name that appears if you are sharing your screen with your classroom display.
Name the device then click ‘Next’ to continue or choose to ‘skip for now’.

Let's name your device

M. Wiy 1 1]

Can't contain only fumberi

Mo e than 15 charactin

Mo spaces or special characten othes than hyphen | - |
danf | — and - | and undencone | _ ]

Ghiniae

2 %
You will now be asked to sign in with your Microsoft account. This should be the students personal Microsoft
account (School accounts will not work with Windows Home).

If you do not already have a personal Microsoft account created for your child, we recommend doing this
separately prior to completing this step. Click here to see a guide on how to setup a personal Microsoft account
for your child

Please note: As children are under 18 years of age you will need to have a parent account and it will
automatically apply many Family Safety Features that will require attention at step 26.

Once you have your personal Microsoft account details for your child ready click ‘Sign in’.

Unlock your Microsoft experience
Sign in with your Microsoft account and create the experience you

want. Customize preferences, sync content and security settings
n across devices, and discover products and services relevant to you

@ Abestin-class email and calendar, now for free
Add your various accounts, see calendars in one view,

elevate your emails, and get intelligent features in your inbox
with Outlook for Windows.

I3 L_'. Accelerate your device setup
Make your Windows device setup fast and easy by restoring

' ‘ . your existing Windows preferences.

(=] Help keep your PC secure
Automatically turn on device encryption to help protect your
. files from unauthorized access in case your device is lost or
a1 e

@ Control privacy and subscription preferences across

=



https://support.microsoft.com/en-us/account-billing/add-people-to-your-family-group-4a07b974-8103-16ad-6ea2-46549ca19e03
https://support.microsoft.com/en-us/account-billing/add-people-to-your-family-group-4a07b974-8103-16ad-6ea2-46549ca19e03

9. You will now need to enter your child’s personal Microsoft account email address and then click ‘Next’.

Let's add your Microsoft account

ﬂ B2 Microsoft

e Sign in
ﬁ mail, phone, or Skype

No account? Create one!

Sign-in options

When you sign i, yaur i e
. impertant thir calendar info, favorites, cantacts, 1 istory, and

fles and

sl o
i “©“ ' o . ‘

Learn More

10. Now enter the password for your child’s personal Microsoft account. Then click ‘Sign in’.

Let's add your Microsoft account

ﬂ == Microsoft

e « dial child@outlook.com
ﬁ Enter password
a Passwnrd

Forgot password?




11. You will now be asked how you would like to set up your device.
Select ‘Set up as a new PC’ and then click ‘Next’.

Hi, Child!

Let’s bring your folders, apps, settings, and credentials over from
another PC s0 you can access them right away. Privacy Statement

Choose how you would like to set up your PC

BR  Restore froma PC (Windows 10 and above)

£ Setupasanew PC

If your info is stored on another type of device, you'll need to set up as

a new PC

Learn more LS

X »

12. You will now be asked to create a PIN for your device. Click ‘Create PIN’ to continue
Note: On some devices you may also be given the option of setting up other sign in methods such as fingerprint
recognition or facial recognition. This will vary depending on the functionality of your device.

Create a PIN

What takes seconds to create and gives you fast and secure sign-in? A
Windows Hella PIN! It only works on your device, so it stays off the
web.

B % W




13. On the following screen enter an appropriate PIN that your child will be able to remember. This will be the
method they use to log on to their device so it should be secure and memorable.
Once you have entered your PIN and confirmed it, click ‘OK’ to continue.

Setup a PIN

A Windows Hello PIN is a fast, secure way to sign in to your device,
apps, and services.

New pIN

Confirm PIN

() Include letters and symbols

Cancel

14. You will then be prompted to select the privacy controls for your device. Select the options you feel are
appropriate. We advise that you leave ‘Location’ and ‘Find my device’ enabled. This allows your device to be
located if it is lost or stolen.

Be sure to scroll down the list of options. When satisfied, click ‘Accept’.

Choose privacy settings for your
device
Microsoft puts you in control of your privacy. Choose your

settings, then select Accept to save them. You can change
these settings at any time.

Location
Get location-based experiences like directions and
.) 4’ j weather. Let Windows and apps request your |ocation
. and allow Microsoft to use your location data to improve
location services

@D -

Find my device

Turn on Find my device and use your device’s location
data to help you find your device if you lose it. You must
sign in to Windows with your Microsoft account to use
this feature:

Diagnostic data

Send info about the websites you browse and how you
use apps and features, plus additional info about device

Learn more Accept




15. Next you will be asked to “customize your experience”. Select the options that you feel are appropriate. We
recommend selecting the “School” option only. Once you have made your choices, click ‘Accept’.

&«

Let’s customize your experience

Select all the ways you plan 19 use your device to get
personalized tips. ads, and recommendations within
Microsoft experiences. You can always change this in Settings.

Learn mene
ﬁ Entertaimmaent =
Wateh vieeers, Ercwee the web L
ot . . *‘ connect an social media _
Gaming —
@D Play and discover games, keep up with L
— ‘ new releanes

School

ﬂ Take notes, write essays, colaborate

Creathvity

Skip Accept

16. Prompts may appear at this stage for other trial software such as Xbox Game Pass, antivirus software or
Microsoft phone connections. None of these are necessary for school and we recommend selecting ‘skip’ for
any trials that are offered.

Use your phone from your PC

Respond to text messages, make calls, and more from your
e

For Android™ phones, scan the QR code below

By continuing, you will link your mobile device to your Microsoft
account. This enables you to access mobile device content and
capabilities you choose to sync on Windows devices you sign into
using the same account. Learn more

Skip B




17. The device may now ask if you would like to bring your browsing data into Microsoft Edge when using it. This is
a personal choice so feel free to select either ‘Not now’ or ‘Accept’ to continue. This can always be changed in
your device settings later.

Always have access to your recent
browsing data

When you browse the web using Microsoft Edge, we'll bring your
browsing data such as favorites, browsing history, cookies, and more
into Microsoft Edge from your other browser. You'll also find other
features that help you save time, money, and battery while you browse.
You can change your settings anytime in Microsoft Edge Settings.
Learn more

¢

18. The device will then check for updates, as shown below. Ensure your device has power and do not turn off your
device during this time.

’

Checking for updates.




19. Once the updates are complete you may find that the device restarts. Simply sign back in to the device using
the PIN or sign in option you chose earlier.

Child DIAL

I forgot my PIN

20. Now you must check the device is not running the Windows S version.
Click the Windows icon ‘Start’ menu
Then click on ‘Settings’

-

e
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Type here t ea
e Pinned All apps
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Edge Word Excel PowerPoint Mai Calendar
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' Microsoft Store Photos Setfings OneNate Calculator Clack

-
Notepad Paint File Explorer Films & TV P

O
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Recommended

c_ I Get Started
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- LocalUser Q

e El a0 W @@ Slirlla g



21. Inthe settings menu select ‘System” and then select ‘Activation’

Settings

Q System

S10r e space. Srmves torthgurs -
' E Nearby sharning

| | | System |

Muhtitacking
€@ Biuetooth & devices Q Snap windows, desitops. task pwitching
W Network & internet

@ J_t.di\-alion

/ Personalization Actreation siste sulwcnptions, produc? ey
- ﬁ Troubleshoot
& Accounts SC—— - ers. preferences, b
9 Time & language 5 R

Aesrt acvanoed P QO D
@ Gaming
W Accessibility & Projecting to this PC
& Privacy & security
@ windows Update 5 Remon !'\_Desi('tnp

22. If your device says Windows 11 Home in S Mode, continue with the next step (23).

Setings.

r System > Activation

.. Windows 11 Home in 5 mode

Blustooth & devices [3

-
0
v
o/ Porsonsization B o e o R s
B Ao
@ Upgrades aren't availabie in S mode. To upgrade, exit S mode
; Accounts
D Timw & language A
& Gaming £ Give teedback
'K Accessibility
W Privacy & security
@ Windows Update

Actreation cate Acive 2 ¥



If your device just says, Windows 11 Home, you can skip to step 26.

Setngs - a x
System » Activation
Fndaseting a “ Windows 11 Home
| System
©  Blustooth & devices G Activation state Acive @ v

Metwork & internat

Porsonalization Upgrade your edition of Windows b

Accounts & Gethep
£ Giveteedback

@ @ % 0 9 mN
i

23. For a device in S mode, select the second drop down icon next to the S mode menu and then select ‘Open

Store’
- o ™
System > Activation
Find a setting a .- Windows 11
| B System
o Bluetooth & devices E‘ Activation state Acive &) ~
Network & mternet
= Smode ~
Apps To install apps that aren't verified by Microsoft Store and to get
Windows upgrades, go to the Store and exit § mode. This change i

perrhanent.

@ Upgrades asen’t svailable in 5 mode. To upgrade, it S mode

Accessibaity @ Gethep

Privacy & security &£ Give feedback

@ Q=0 9B N 4
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24. The Microsoft App Store will open. Click the ‘Get’ button. Note: You may be asked to sign into the Microsoft
Store at this point.

Switch out of S mode

Y

Features

25. Windows will change from S mode to the normal version of Windows Home. You will know that the process has
completed successfully when the “You're all set’ pop up appears. Click ‘Close’.

You're all set!

Th S mode witched Out

Added Protection

Microsoft Edge



26. You will now need to adjust the content filters in your Microsoft Family Safety settings for the child account.
Open the following link for the Microsoft Family Safety Page in a web browser, not through the app. (The app

only provides minimal options to change access to content).

27. On the landing page find the sign in button and click ‘Sign in’.
(Note that the image below may be different to what you see)

Microsoft Family Safety

Create a safe and healthy environment for
your family with digital content filtering
and screen time limits.

28. If you followed the Microsoft instructions linked earlier at Step 8 to set up your child’s personal Microsoft
account you should now see a screen similar to the one below showing the student (Child) account signed in

and the Family Organiser (Dad in this example) listed.
Click on the ‘account manager icon’ in the top right corner then select ‘Sign in with a different account’ to allow

the family organiser to sign in.

[im] ‘:‘ Microsoft Family Safety | Microsa. X @ Microsoft Family Safety x 4+

C | & httpsy//account microsoft.com/family/home

i Family Safety

B¥ Microsoft Sign out

‘ + Your family @ Child DIAL

You : Dad (family organizer)

© ®

6= 1 device is connected to view ) Screen time information is not
screen time shared with you

o)
{ fQ. Sign in with a different account
>

— 4 ene . 10aBM


https://www.microsoft.com/en-us/microsoft-365/family-safety

29. A Microsoft pop up window will appear like the one below. Enter your parent Microsoft account information

for the “family organiser” and click ‘Next’.
Note: This will be the adult account in charge of managing your Microsoft Family settings shown in the previous

screen.

B® Microsoft

Sign in

Use your Microsoft account.

. Enter the Microsoft account details of the adult
Email or phone number

that manages the Family Safety settings here

Forgot your username?

New to Microsoft? Create an account

30. Select the child’s name in family members list.

Family Safety

.
Your family
You 5 Child
b

BB Try Microsoft 365 Family 6 1 device is connected to view Add a family member

Enjoy innovative apps for you and your screen time

family—all in one place
. B3 Help smart spend—add funds to
Redeem Gift Card to add funds to H

their account
your account Add Money
Redeem Gift Card
Feedback v




31. Select the ‘EDGE’ tab from the platform options at the top of the page, under the family members name and
email address.

Family Safety

Child DIAL Spending g Setings

Payments & purchases Manage
© DIALchild@outiook.com

B8 windows @ Xbox| @ Edge |0 Mobie

Edge settings

Activity reporting
@ on

See your child’s activity on all of their devices when they browse the web on Microsoft Edge.

We try to be as accurate as pos:
dashboard, it may still appe

times activity reporting may be incomplete. If you delete any content in the privacy
ge temporarily.

Activity
Searches

Feedback =

32. Scroll down the page until you see the ‘Filter settings’.
Turn ON ‘Filter inappropriate websites and searches’.
Turn OFF ‘Only use allowed websites’.

Family Safety

Filter settings
Filter inappropriate websites and searches

@ on

Protect Child from mature content on the web and enable SafeSearch with Bing. When turned on, this setting will block
other browsers and only allow Microsoft Edge.

Only use allowed websites

® ) or

Child will only be able to visit websites that you've allowed. Anything else, and they'll need your permission first

Blocked sites

Add a website + |

Allowed sites

| Add a website +] Feedback v




33. Underneath you will see the ‘Blocked sites’ area.
Ensure there are no sites listed in the block sites that might be needed for school, such as gateway zScaler.
Clear the blocked sites list by clicking on ‘Remove’ next to any sites in the blocked list.
Note that the filter inappropriate websites and searches’ will still be operational and you can add any sites you
wish to block, that are not necessary for school, to this list at any time in the future.

Family Safety
= -

Protect Child from mature content on the web and enable SafeSearch with Bing. When turned on, this setting will block

other browsers and only allow Microsoft Edge.

Only use allowed websites

@® ) off

Child will only be able to visit websites that you've allowed. Anything else, and they’ll need your permission first

Blocked sites

Add a website +
Allowed sites
login zscalerone.nef| - Q Search 4] Sort
[
@  gatewayzscaleronenet X Remove
——

34. Next look at the ‘Allowed sites’ area.
Add the following sites to the ‘Allowed sites’ list by typing or copying them in to the ‘Add a website field” and
pressing the + icon.
Ensure these sites are added:

gateway.zscalerone.net
login.zscalerone.net
These two websites are what students are directed to when they need to authenticate on our network to

access websites online, beyond our intranet.

Family Safety
= -

Protect Child from mature content on the web and enable SafeSearch with Bing. When turned on, this setting will block

other browsers and only allow Microsoft Edge.

Only use allowed websites
® ) off

Child will only be able to visit websites that you've allowed. Anything else, and they'll need your permission first

Blocked sites

Add a website

Allowed sites

login.zscalerone.nef| Q search 4 sort

@  gateway.zscalerone.net X Remove




35. When setting changes are completed correctly it should look like the screenshot below.

Filter settings

Filter inappropriate websites and searches

@ o

Protect from mature content on the web and enable SafeSearch with Bing. When turned on, this setting will block other
browsers and only allow Microsoft Edge.

Only use allowed websites

@) or

8 will only be able to visit websites that you've allowed. Anything else, and they/ll need your permission first

Blocked sites

[ Add a website + ]

Allowed sites

[ Add a website + } Q Search %] Sort v

@&  gateway.zscalerone.net X Remove

] login.zscalerone.net X Remove

36. In order to use your device on the school network you must now install the Zscaler certificate.

Open a web browser (such as Microsoft Edge or Google Chrome) and navigate to the ‘MINConnect’ page at
https://mncatholic.sharepoint.com/sites/MNSchools.

You will be prompted to sign in with the student’s school details. Enter the student’s username
(firstname.lastname in most cases) and school password and then select ‘Sign in’

‘°(/‘t\
A OgihoicDiocese

- MAITLAND-NEWCASTLE

g—
Provided through ¢ C@Net

Cathal faucation Network

Username Enter your school username here.

abm.teststudent
The standard format is firstname.lastname

Password

.............| fé‘\

Enter the student’s school password here



https://mncatholic.sharepoint.com/sites/MNSchools

37. From the MNConnect page select the ‘zScaler Certificate’ option

SharePaint

MNConnect

38. The zScaler file will save to Downloads. Note: Depending on the browser you are using, it may appear at the
bottom of your screen as a pop up or in top right under the Downloads icon.
Select ‘Open’ or ‘Open file’

Downloads

rscaler-root-2048-5HA256.crt




39. A security warning box will now appear. Select ‘Open’

Open File - Security Warning

Do you want to open this file?

[ Name: ..\TempState\Downloads\zscaler-root-2048-SHA256.cer
“# Dublisher: Unknown Publisher

Type: Security Certificate

From: C:\Users\Eden\AppData\Local\Packages\Microsoft.Mi...

Open Cancel |

[] Always ask before opening this file

A While files from the Internet can be useful, this file type can potentially
l\) harm your computer. If you do not trust the source, do not open this
software. What's the risk?

40. Select ‘Install Certificate’

& | Certificate X F

General Details Certification Path

=R Certificate Information

This certificate is intended for the following purpose(s):
« All issuance policies
* All application policies

Issued to: Zscaler Root CA

Issued by: Zscaler Root CA

valid from 19/12/2014 to 6/05/2042

Install Certificate... | Issuer Statement

[ ]



41. Select ‘Local Machine’” and then click ‘Next’

& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

OCu'rmt User

I © Local Machine I

To continue, dick Next.

Cancel

42. You will get a pop up asking for permission to make changes to your device. Select ‘Yes’

User Account Control %

Do you want to allow this app to make
changes to your device?

B windows host process (Rundll32)
Verified publisher: Microsoft Windows

Show more details

Yes [ No ]




43. Now select the option to ‘Place all certificates in the following store’ Then click ‘Browse’

X

€ L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate |

I (®) Place all certificates in the following store I

Certificate store:
| |I Browse... I

Mext Cancel

44. A pop up window will appear with folders listed. Select the folder called ‘Trusted Root Certification Authorities’
Then click ‘OK’

Select Certificate Store *

Select the certificate store you want to use,

tificates are kept.

| Enterprise Trust
| Intermediate Certification Authorities

[ Active Directory User Object store, or you can specify a location for

Lo Trimted Puhlishers
£ >

e based on the type of certificate
[ show physical stores E

| I Browse...

Mext Cancel




45. Check that the folder named ‘Trusted Root Certification Authorities’ now appears in the box next to the browse
button then click ‘Next’ to continue.

& L¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

I Trusted Root Certification Autherities I | I Browse. .. I

46. Now click ‘Finish’

& =¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings: 1

Certificate Store Selected by User  Trusted Root Certification Authorities
Content Certificate

Finish Cancel




47.

48.
49.

50.

51.

You should now see a pop up to say that the Security Certificate has been imported successfully.
Click ‘OK” Your device will now be able to use the school network.

o The import was successful, |
|

oK

Your student BYOD device is now completely setup and ready to use on the school network.

When you take your device into school you will select the wifi network called “CSMN” to connect to the school
wifi.

Your school and teachers will provide any other specific information on how you will use your device in the
classroom.

Please remember that this device will not be managed in anyway by the school or diocese. All management to
ensure the device will work at school, such as keeping the device up to date and managing family safety
settings, are the responsibility of the parents.
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